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What categories of misconfigurations can appear in infrastructure as

code (IaC)?
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Literature Review | Related Works

Related Works

An Empirical Study on Configuration Errors in 

Commercial and Open Source Systems

(CentOS, MySQL,Apache HTTP Server, and 

OpenLDAP)

Do Not Blame Users for Misconfigurations

( a major U.S. storage vendor, and six open-source 

server software including Apache,

MySQL, PostgreSQL, OpenLDAP, VSFTP, and Squid)

PracExtractor: Extracting Configuration Good 

Practices from Manuals to Detect Server 

Misconfigurations (MySQL, Httpd, HBase, HDFS, 

Spark, Squid)

Gang of Eight: A Defect Taxonomy for 

Infrastructure as Code Scripts

(Puppet)

Misconfiguration 

Types

Parameter Misconfigurations Attribute constraints General Advice Conditional Defects

Illegal Parameter Misconf Data Type constraints Clear Specifications Configuration Defects

Illegal Format Misconf Basic Type Value Dependency Defects

Lexical Mistakes Semantic Type Correlation Idempotency Defects

Syntax Mistakes Value Range constraints Usage Security Defects

Illegal Value Misconf Correlation Constraints Property Documentation Defects

Value inconsistency Control Dependency constraints Service Defects

Environment inconsistency Value Relationship constraints Syntax Defects

Legal Parameter Misconf

Component Misconfigurations

Compatibility Misconfigurations

Missing component

File format

Insufficient resource

Placement

Stale data
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Tool
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Conclusion

Result:

• A comparative analysis across widely used IaC tools today, namely Terraform, Pulumi, and Puppet, leveraging their

respective API documentation, shows the proposed taxonomy for identifying IaC misconfigurations is not limited to

Ansible; rather, it serves as a comprehensive framework applicable to a range of IaC platforms.

Future works:

❖ The misconfiguration detection tool will be extended to cover the complete taxonomy. The tool will then be used to

assess the occurrence of misconfigurations in open-source IaC repositories.

❖ A valuable next step would involve conducting semi-structured interviews with IaC developers to gather their

perceptions and feedback on the proposed taxonomy. This qualitative approach could provide deeper insights and

validate the applicability of the taxonomy in real-world scenarios.
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Thank you for your attention!
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